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We hate spam. We spend countless hours trying to minimize spam and do everything we can to
prevent it. We prevent it by forcing mail to jump through a number of hoops that we have setup.
Here's a diagram to the left. 

  

As you can see there are many hoops we force the mail through.

      

The first hoop is call IP ADDRESS CHECK. Any IP ADDRESS (or computer or server) that we
add to the list never makes a connection. Naturally we add all email campaign servers,
newsletter servers and the like from sending any type of email.

  

This method is effective because IP ADDRESSES cost money. Any IP ADDRESS listed who
wants to get off the list has to change IP ADDRESSES costing the company money. The idea is
to put the work back onto the aggressor. 

  

Here's our list of IP ADDRESSES that we don't accept mail from (in the form of CIDR):

  

(caution!: the list below is for US based-businesses and blocks out large portions of the
Asia-Pacific Network, also known as the APNIC.)
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        15.124.96.38/32  
    119.165.161.0/24   
    12.150.10.109/32   
    124.0.0.0/8   
    128.121.112.65/32   
    174.132.60.2/32   
    198.172.131.120/30   
    199.72.218.21/32   
    201.0.0.0/8   
    202.0.0.0/8   
    206.123.83.206/32   
    206.57.6.143/32   
    206.57.6.144/32   
    206.57.6.145/32   
    206.57.6.146/32   
    206.57.6.62/32   
    207.36.192.227/32   
    208.187.166.15/32   
    208.53.27.96/27   
    208.83.141.162/32   
    208.83.141.163/32   
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    208.83.141.25/32   
    208.83.141.26/32   
    208.99.214.4/32   
    209.192.103.64/32   
    209.222.103.50/32   
    209.234.241.65/32   
    210.0.0.0/8   
    211.0.0.0/8   
    216.117.192.0/19   
    216.117.207.175/32   
    216.117.207.21/32   
    216.117.207.210/32   
    216.117.207.218/32   
    216.117.207.7/32   
    216.158.103.77/32   
    216.158.103.91/32   
    216.158.103.92/32   
    216.161.227.76/32   
    216.180.224.0/24   
    216.180.240.0/27   
    216.24.225.10/32   
    216.242.12.107/32   
    216.27.93.118/32   
    216.54.194.0/27   
    216.66.0.0/18   
    216.66.10.46/32   
    216.66.10.69/32   
    216.66.12.212/32   
    216.66.12.32/32   
    216.94.207.145/32   
    218.0.0.0/8   
    220.0.0.0/8   
    221.0.0.0/8   
    222.0.0.0/8   
    24.248.251.88/30   
    24.73.120.234/32   
    38.96.8.74/32   
    4.71.172.54/32   
    58.0.0.0/8   
    59.0.0.0/9   

 3 / 6



SMTP Naughty List

Written by Doug Kruhm
Thursday, 26 February 2009 - Last Updated Wednesday, 21 May 2014

    60.0.0.0/10   
    61.0.0.0/11   
    62.213.195.100/32   
    63.135.64.0/20   
    63.147.22.0/24   
    63.251.135.64/26   
    64.132.88.98/32   
    64.187.124.212/32   
    64.235.255.193/32   
    64.34.166.197/32   
    65.182.194.213/32   
    65.182.194.213/32   
    65.247.223.3/32   
    65.247.223.4/32   
    65.98.106.58/32   
    65.98.5.122/32   
    65.98.5.124/32   
    65.98.5.125/32   
    65.98.66.244/32   
    65.98.66.250/32   
    66.115.0.0/18   
    66.18.15.38/32   
    66.216.136.33/32   
    66.231.80.61/32   
    66.235.227.170/32   
    66.59.12.189/32   
    66.59.3.56/32   
    66.59.30.95/32   
    67.192.62.92/32   
    67.201.20.222/32   
    67.203.24.0/21   
    67.203.24.149/32   
    67.210.105.70/32   
    67.218.248.87/32   
    67.220.104.192/26   
    67.221.229.124/32   
    67.225.195.167/32   
    67.227.128.0/18   
    69.10.155.36/32   
    69.171.1.98/32   
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    69.2.35.101/32   
    69.25.193.8/32   
    69.25.194.2/32   
    69.25.48.233/32   
    69.57.168.39/32   
    69.7.16.139/32   
    69.72.131.59/32   
    69.94.138.145/32   
    69.94.138.148/32   
    69.94.138.152/32   
    69.94.138.76/32   
    69.94.139.64/32   
    69.94.139.68/32   
    69.94.139.76/32   
    69.94.139.80/32   
    69.94.80.35/32   
    70.46.177.106/32   
    72.19.208.185/32   
    72.19.216.143/32   
    72.19.240.181/32   
    72.19.251.210/32   
    72.19.254.178/32   
    72.32.191.51/32   
    72.32.191.53/32   
    72.32.246.98/32   
    72.4.167.197/32   
    72.51.33.121/32   
    72.51.35.143/32   
    72.9.221.60/32   
    74.208.146.139/32   
    74.220.150.126/32   
    74.55.143.213/32   
    75.145.127.197/32   
    76.162.254.41/32   
    89.149.205.50/32   
    91.199.50.0/2   
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